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Bias in AI

Algorithmic bias are systematic errors that
occur in decision-making processes, leading
to unfair outcomes. It can arise from:

data collection, 

algorithm design, or

human interpretation/use.

Img source: Mind the Gap-Bias in AI (IMD)

https://imd.widen.net/s/wlqrdhw9l7/imd_mind-the-gap_bias-in-ai_whitepaper_digital
https://imd.widen.net/s/wlqrdhw9l7/imd_mind-the-gap_bias-in-ai_whitepaper_digital
https://imd.widen.net/s/wlqrdhw9l7/imd_mind-the-gap_bias-in-ai_whitepaper_digital
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Bias from data collection:
Amazon's Recruiting Tool

• Applicant Tracking System (ATS) trained on 10 years of hiring decisions (2004-2014)

716/06/2026 Source: Reuters (2018)

https://www.reuters.com/article/world/insight-amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK0AG/


Bias from data collection:
Amazon's Recruiting Tool

• Applicant Tracking System (ATS) trained on 10 years of hiring decisions (2004-2014)

• The ATS learned that „successful candidate“ = male profile (reflection of male 

dominance across tech industry)

• Actively penalized resumé containing words like “women’s” e.g. “women’s chess 

club captain”, or candidates from female colleges

• This is what we call “proxy variable” (= indirect signals) that led to gender bias

• The ATS copied and amplified the (human) bias, then systematically applied it to 

thousands of applications.

816/06/2026 Source: Reuters (2018)

https://www.reuters.com/article/world/insight-amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK0AG/
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Bias from algorithmic design:
Optum Healthcare Algorithm

1016/06/2026

• A massive healthcare risk-prediction algorithm used by US hospitals and insurers to 

manage care (extra resources) for 200M people annually, based on a “risk score”(<97%).

• The algorithm systematically discriminated against black patients. At the exact same 

“risk score”, black patients were significantly sicker than white patients.

Source: Obermeyer et al., Science (2019)

https://www.science.org/doi/10.1126/science.aax2342


Bias from algorithmic design:
Optum Healthcare Algorithm
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• A massive healthcare risk-prediction algorithm used by US hospitals and insurers to 

manage care (extra resources) for 200M people annually, based on a “risk score”(<97%).

• The algorithm systematically discriminated against black patients. At the exact same 

“risk score”, black patients were significantly sicker than white patients.

Need for a way to calculate “health needs/risk score”

Design logic: 

“Sick people cost more money: if we predict cost → we predict sickness.”

• In the US healthcare system, black patients historically have less access to care and are 

treated at lower rates than white patients for the same conditions. Therefore, they spend 

less money.

Source: Obermeyer et al., Science (2019)

https://www.science.org/doi/10.1126/science.aax2342
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Bias from human interpretation:
Wrongful arrest of Robert Williams
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• In January of 2020, Detroit Police wrongfully arrested Williams with the accusation of 

stealing watches from a store in downtown Detroit two years earlier.

• The facial recognition technology (FRT) used by the Detroit Police Department found a 

match between one of Williams' old driver’s license photos and grainy surveillance 

footage of the real thief.

Source: NY Times

https://www.nytimes.com/2024/06/29/technology/detroit-facial-recognition-false-arrests.html


Bias from human interpretation:
Wrongful arrest of Robert Williams
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• In January of 2020, Detroit Police wrongfully arrested Williams with the accusation of 

stealing watches from a store in downtown Detroit two years earlier.

• The facial recognition technology (FRT) used by the Detroit Police Department found a 

match between one of Williams' old driver’s license photos and grainy surveillance 

footage of the real thief.

• The software documentation explicitly stated that a match was only an “investigative 

lead” and did not constitute “probable cause” for an arrest.

• Detroit police ignored this warning. Instead of doing further detective work, e.g. checking 

Mr. Williams’s alibi or his cell phone location data, they took the computer’s “suggestion” 

and treated it as a definitive identification

Source: NY Times

https://www.nytimes.com/2024/06/29/technology/detroit-facial-recognition-false-arrests.html
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Generative AI (GenAI)
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ChatGPT is WEIRD!

When tested across diverse cultural 

contexts, ChatGPT demonstrated 

systematic bias toward WEIRD
(Western, Educated, Industrialized, Rich, 

and Democratic) cultural values; 

meaning the AI treats Western 

European ethical reasoning as the 

default 'human' perspective while 

underrepresenting the majority of 

global humanity

Source: M. Atari et al. (2023): Which Humans?

https://henrich.fas.harvard.edu/sites/g/files/omnuum5811/files/henrich/files/which_humans_09222023.pdf


AI tutoring platforms use speech recognition to transcribe teachers, then feed that transcript into an 

automated feedback system. 

A 2025 CHI study found that Whisper ASR had measurably higher error rates for Black tutors than 

white tutors; and those errors cascaded downstream: the feedback classifier rated Black tutors' 

discourse as lower quality, even when human reviewers ranked it higher.

Whisper performs worse on African American vernacular English because training data 

overrepresents standard American English: the model reflects whose voices were recorded, 

transcribed, and deemed worth including.

Bias in Automatic Speech Recognition
(ASR)
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Source: Ezema et. Al (2025)

https://dl.acm.org/doi/full/10.1145/3706598.3714059
https://dl.acm.org/doi/full/10.1145/3706598.3714059


Generative AI models for drug discovery 

are trained overwhelmingly on biomedical 

literature and screening datasets from 

high-income countries. 

Diseases prevalent in sub-Saharan 

Africa and Southeast Asia are 

underrepresented.

→The funding gap is now encoded in the model

AI & drug discovery: for whom?
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Less
historical
research
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Sparse
training

data

For neglected
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Weaker
model
output
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Researchers 
avoid these

targets

Even less
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Generated or
published

Source: Nishan MDNH (2025)

https://pubmed.ncbi.nlm.nih.gov/39791403/
https://pubmed.ncbi.nlm.nih.gov/39791403/


• Linguistic style (e.g., tone and wording) can be exploited to bypass safety 

mechanisms in large language models. They take harmful prompts from standard 

jailbreak benchmarks and transform them into 11 different linguistic styles, then 

measure how often models give unsafe outputs across those styles.

• jailbreak success rate by up 

to ~57 percentage points

compared to neutral phrasing. 

LLMs: "I can't help with that", 
unless you ask nicely!

1916/06/2026 Source: S. Panda et al. (2025): Say It Differently: Linguistic Styles as Jailbreak Vectors

https://arxiv.org/html/2511.10519v1


Prompting style as jailbreak:
why does this work?

2016/06/2026

Training Gap: Safety training targets what is said (semantics), but 
overlooks how it is said (style).

Learned Trust: Styles like fear, curiosity, or compassion act as "trust-
building" frames that signal a safe, cooperative user intent.

Safety Override: These stylistic cues exploit the model’s social training, 
causing it to ignore refusal policies to maintain the appearance of a 
helpful interaction



Bias in AI: motivation
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• When AI bias goes undetected or unaddressed, the consequences extend way beyond 

the algorithm:

o Harm at scale: Optum's algorithm affected 200M people every year, after 

optimization extra care for black patient rose from 17,7% to 46,5%

o Wasted investment & talent loss: Amazon scrapped 3+ years of R&D; 

systematically excluded qualified diverse candidates; high-profile failure studied 

globally as cautionary tale

o Governance failure & trust erosion: Williams case drove nation's first FRT 

legislation; high-profile failures fuel "defund/abolish" movements: when your 

mistake becomes a rallying cry, recovery takes decades

o Financial & legal exposure: $300k settlement for Mr Wiliams; ongoing class action 

lawsuits vs Humana & UnitedHealthcare; EU AI Act fines up to €40M or 7% of 

global turnover

Bias in AI:
Why should I care?
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Bias in AI: EU AI ACT & Omnibus
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The EU AI ACT (2024) requires that high-risk AI systems examine training, validation, 

and test data for bias that could affect health, safety, or fundamental rights; document 

measures taken to detect, prevent, and mitigate it; and identify any data gaps that prevent 

compliance (Art. 10(2)(f–h)).

The OMNIBUS (2026) pushes 

the compliance deadline for 

standalone high-risk systems 

to December 2027, and 

extends the ability to use 

special category data (race, 

health, etc.) for bias 

detection to all AI systems



• Machine learning is the subset of artificial intelligence (AI) focused on algorithms that 

can “learn” the patterns of training data and, subsequently, make 

accurate inferences about new, test data.

Machine Learning (ML) pipeline
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• Machine learning is the subset of artificial intelligence (AI) focused on algorithms that 

can “learn” the patterns of training data and, subsequently, make 

accurate inferences about new, unseen test data.

Machine Learning (ML) pipeline

2516/06/2026

X_train: input features y_train: output labels

Training set



Machine Learning (ML) pipeline
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ML model

Applies it on unseen data

to make predictions

„learns“               

function/pattern to

approximate data

F(x)

F(x_test) = ŷ_test

???
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Mitigation techniques classified
based on where they intervene in
the ML pipeline

data collection (pre-processing: we
change the input)

algorithm design (in-processing: we
change the training) 

human interpretation/use

(post-processing: we change the
output)

Source: Fairness and Bias in Artificial Intelligence: A Brief Survey of Sources, Impacts, 

and Mitigation Strategies

https://arxiv.org/pdf/2304.07683
https://arxiv.org/pdf/2304.07683


• Bias-free AI is impossible to achieve. For two main reasons:

1. AI mirrors the world, especially GenAI, learns from data (text, audio, image, 

video...) that reflects societal inequalities: an AI's internal representation inevitably 

captures these patterns.

▪ i.e. Image generators prompted with 'CEO' show mostly men in 2026 for the 

same reason Google Image Search did in 2015: both reflect a real world where 

leadership has historically been male-dominated

2. The fairness impossibility theorem: currently 20+ formulas to define fairness, 

and it has been proved mathematically impossible to optimize for multiple definition 

at the same time. (source: Kleinberg et al. (2016))

Bias in AI: what to do?

2816/06/2026

https://arxiv.org/abs/1609.05807


Measuring Bias: fairness
evaluation metrics

2916/06/2026

• Accuracy

• Disparate impact (DI)

• Equal Opportunity Difference (EOD)



Measuring Bias: fairness
evaluation metrics
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Imagine to be the CEO of Amazon in 2014. You and your team are conducting a 

retrospective audit of the ATS outputs.



Fairness evaluation metrics
ATS example: confusion matrix

3116/06/2026

                 

 
  
 
 
 
  
  
  

             

         

             

             

  

              

  

              

 

             

  
                     



Fairness evaluation metrics
Accuracy: how well a model perform
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Accuracy counts the predictions the model got right.

Accuracy is a group average. It tells you how the model performs across all candidates 

combined, but it says nothing about whether it performs equally well for different groups. 

A model can score 82% overall while systematically failing one subgroup, and the 

aggregate number will never show it.

Accuracy
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Accuracy counts the predictions the model got right.

Accuracy is a group average. It tells you how the model performs across all candidates 

combined, but it says nothing about whether it performs equally well for different groups. 

A model can score 82% overall while systematically failing one subgroup, and the 

aggregate number will never show it.

This is why we need group-aware metrics. Accuracy tells you how often the model is 

right, while fairness metrics tell you who it is wrong about.

Accuracy
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Fairness evaluation metrics
ATS example: confusion matrix per group
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Disparate Impact measures whether two groups receive positive outcomes (in our 

case, a hiring decision) at comparable rates, regardless of whether those outcomes are 

correct.

DI ranges from 0 to infinity, but a DI below 0.8 is considered evidence of adverse impact 

in US employment law

Disparate impact (DI)
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Disparate Impact measures whether two groups receive positive outcomes (in our 

case, a hiring decision) at comparable rates, regardless of whether those outcomes are 

correct.

DI ranges from 0 to infinity, but a DI below 0.8 is considered evidence of adverse impact 

in US employment law

DI catches outcome-level discrimination without needing to know who was actually 

qualified, but it does not distinguish between a model that is biased and a dataset where 

the two groups are genuinely differently distributed:

A model that rejects qualified women and compensates by hiring unqualified ones can still 

score 1.0. The numbers balance, but the errors don't.

Disparate impact (DI)
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Fairness evaluation metrics
Disparate Impact (DI) is a demographic parity metric
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The ideal value of this 

metric is 1.0. 

A value < 1 implies 

higher benefit for the 

privileged group (i.e. 

male)

and 

a value > 1 implies a 

higher benefit for the 

unprivileged group (i.e. 

female)



Equal Opportunity Difference focuses on a narrower, more precise question: among 

candidates who are actually qualified, does the model give them an equal chance 

of being hired?

It compares TPR (recall) across groups.

Equal Opportunity Difference

3916/06/2026



Equal Opportunity Difference focuses on a narrower, more precise question: among 

candidates who are actually qualified, does the model give them an equal chance 

of being hired?

It compares TPR (recall) across groups.

This makes it the right metric when your core fairness concern is: are we missing qualified 

people from one group?

But, it ignores the false positive, i.e. a model could achieve EOD = 0 while still hiring 

unqualified candidates from one group at a much higher rate than another.

Equal Opportunity Difference
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Fairness evaluation metrics
Equalized Opportunity Difference
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The ideal value is 0. 

A value of < 0 implies 

higher benefit for the 

privileged group 

and 

a value > 0 implies 

higher benefit for the 

unprivileged group.



Mitigation techniques
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Pre-processing mitigation techniques
Amazon's Recruiting Tool: biased data
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• Data auditing (bias detection tool, e.g. AI Fairness 360):

o Measure class imbalance across protected attribute e.g. disparate impact; detect 

proxy variables; profile label quality

• Rebalancing training data:

o Resampling (over-/under-sample), reweighting, synthetic data generation for 

minority group 

• Diverse data collection strategies:

o Use different sources, audit third-party data, use annotators with different 

backgrounds and measure inter-annotators disagreement

• Feature engineering:

o Remove/suppress proxy variables, fairness aware feature selection

https://ai-fairness-360.org/


In-processing mitigation techniques
Optum Healthcare Algorithm: biased objective function

4416/06/2026

• Fairness-constrained optimization:

o add fairness penalties directly to the loss function, i.e. model is penalized when 

error rates differ across groups (penalizes unfair outcomes)

• Multi-objective optimization:

o optimize for accuracy and fairness simultaneously: forces an explicit trade-off 

decision rather than ignoring fairness entirely

• Adversarial debiasing: 

o train a secondary model that penalizes the predictor whenever protected 

attributes can be inferred from its outputs 

• Fairness-aware algorithmic selection:

o evaluate candidate models on fairness metrics across subgroups, not just overall 

accuracy, before committing to an architecture



In-processing mitigation techniques
Optum Healthcare Algorithm: biased objective function

4516/06/2026

• Fairness-constrained optimization:

o add fairness penalties directly to the loss function, i.e. model is penalized when 

error rates differ across groups (penalizes unfair outcomes)

• Multi-objective optimization:

o optimize for accuracy and fairness simultaneously: forces an explicit trade-off 

decision rather than ignoring fairness entirely

• Adversarial debiasing: 

o train a secondary model that penalizes the predictor whenever protected 

attributes can be inferred from its outputs 

• Fairness-aware algorithmic selection:

o evaluate candidate models on fairness metrics across subgroups, not just overall 

accuracy, before committing to an architecture



Post-processing mitigation techniques
Wrongful arrest of Robert Williams
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• Confidence threshold and/or abstention:

o only surface predictions above a minimum confidence score, e.g. below the 

threshold, the model flags or abstains entirely rather than passing a low-

confidence output downstream

• Calibration

o train a secondary model that penalizes the predictor whenever protected 

attributes can be inferred from its outputs 

• Fairness-aware algorithmic selection:

o evaluate candidate models on fairness metrics across subgroups, not just overall 

accuracy, before committing to an architecture
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Questions? ☺
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Contact

Giulia Bianchi
Junior Research Engineer
AIT –

Austrian Institute of Technology

giulia.bianchi@ait.ac.at

AI Factory Austria AI:AT

Schwarzenbergplatz 2
1010 Wien, Austria

training@ai-at.eu

info@ai-at.eu

ai-at.eu

@ai-factory-austria
linkedin.png

AI Factory Austria AI:AT50
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