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What are fundamental rights?




Fundamental/human rights framework

* United Nations
- Universal Declaration of Human Rights
- ICCPR, ICESCR, ...

* Council of Europe
- European Convention of Human Rights
- Several other treaties, soft law, ...

* European Union
- Charter of Fundamental Rights of the EU
- Secondary law, ...

 National constitutions and laws
TWFRA




The EU Charter of Fundamental Rights
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Article 1 - Human dignity

Human dignity is inviolable. it must be respected and protected.

Article 2 - Right to life

1. Everyone has the right to life
2. Mo one shall be condemned to the death penalty, or executed.

Article 3 - Right to integrity of the person

1. Everyone has the right to respect for his or her physical and mental integrity.

2. In the fields of medicine and biclogy, the following must be respected in particular:
(a) the free and informed consent of the person concemed, according to the procedures
(b} the prohibition of eugenic practices, in particular those aiming at the selection of pel
(c) the prohibition on making the human body and its parts as such a source of financia
(d) the prohibition of the reproductive cloning of human beings.

Article 4 - Prohibition of torture and inhuman or degrading
punishment

Mo one shall be subjected to torture or to inhuman or degrading treatment or punishme

Article 5 - Slavery / Forced Labour

1. Mo one shall be held in slavery or senvitude.
2. Mo one shall be required to perform forced or compulsory labour.
3. Trafficking in human beings is prohibited.

EUROPEAN UNION AGENCY
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Article 20 - Equality before the law

Everyons |s aqual befors the law

Article 21 - Non-discrimination

1. &ny discrimination based an any ground Sich &5 S6x, Face, colour, ethnic of socal origin, ganetc fastures,

lamguage, raliglon or bslkd poitticel or @y other apinkon, mambsship of & nebonal minarty, prog<rty, birts,

disablity, sgs o ssxual orlantafion s
1. ‘Within tha scope of application of 1
discrimination on grounds of national

Article 22 - Cultural, religi

Tha Unks shall respaed cuttural, raligh

Article 23 - Equality betw

Equallty Esbwssn woman and man mu
principle of sgualfy shall not pravand 1
advamages I tvow of tha undarrapr

Article 24 - The rights of 1

1. Chilcren skall hawve tha dght to such
soprass thal waws frashy, Such views
eccondanca with thelr ags and matunt
2. In all atlons ralating %o childees, wh
Intaraats MuUst 56 & primany conaldens
3. Every child shall have e dght to mi
bath hiks o her panemts, unkess et 16 o

Article 25 - The rights of 1

Tha Unkos recagnises and respects th
paicipete In sockl and cotural 145

Article 26 - Integration of

Tha Unkom recognisas and respects thi
ensuns thar Independancs, soclal and

Article 47 - Right to an effective remedy and to a fair trial

Evaryons whoss fights and fresdoms geanambeed by B kew o tha Linkon ara viciated hes tha dght to an
affacttve ramedy Bafors & tribunal In compliancs with the concitions laid down I this Arcle

Evanyons: | antikad to & Talr and public hearng within & reasonabia time by an Indepsndant and Impartal
tribunal previcusly estabilzhad by lawe Evarpons shall have tha possibiity of Being eovsed, detended end
raprasantad

Lagal sl shall b mads avaliable to thoss who lack sufficknt rescernes In o fer & swch aid I recessany to
ansure effartive aoness o justics.

Article 48 - Presumption of innocence and right of defence

1. Everyona whao has Esan charged shall b prasumed Inmccant el roved guitty aeconding 1o kaw.
2. Bespact for tha rights of e dafenca of anyoms who has besn charged shall ba guanamead

Article 49 - Principles of legality and proportionality of criminal offences
and penalties

1. Mo ona shall ba hald guilty of any crimingl offancs on scooent of any act or omisskon which did not
consftets a criminal offencs undsr national kw or Inbsrrstion &l st the Hme when b was commithad. Baor
shiall @ haaviar panaity ba Imposed than e one that was applicable ot tha tima the criminal offance was
committed. I, sebseguent to tha commission of & criminal oMfenca, the law providss o @ lighter penalty, that
Pl b apgileabia.

2. This Arflcia shall nod prajudios tha trisl and punishmsnt of any persos for any eet or omsskon which, &t The
tima whes It was commithed, was criminal acconding 1o the general pinciples repognised by tha commenity of
nations.

3. The sswarify of panattes must roft b disproporionsts to tha crirminal offancs.

Article 50 - Right not to be tried or punished twice in criminal
proceedings for the same criminal offence

Mo one shall B Babke to ba tried or punishiad agaln In criminal procsedings for an offancs for wiich ha or sha

Article & - Right to liberty and security

Ewvaryons: has tha right o liberty and sscority of parson

Article 7 - Respect for private and family life

Everpans has tha right %o respect for his or her privata and Tamily life, homa and communications.

icle & - Protection of personal data

eryona Fas the right to the protection of parsonad data concerming him or har.

ch data mst be processed Takly Tor specied purposes and on tha basls of the consent of s person
pamad or some othar kghimate basks keid down Dy law. Everyona has T ight of accass 1o data which has
1 eollacted canceming Bimar her, and tha right fo have | rectifiad.

ompllance With thase noles Shall B subfect to control by am Independant authority

ficle 9 - Right to marry and right to found a family

rigit o ey and tha right to found & temily shall be guarantesd In socordance with the refional laws
iming the axrcksa of thesa rights

ticle 10 - Freedom of thought, conscience and religion

reryona Fas The right to fresdom of thought, consckence and reiiglon. This right Ikcludes fresdom 1o

108 raliglon or belial and Traadom, ifar @lone of In community with othars and in public or In private, to
(et relighon: or badlaf, In worship, tesching, practics and cksarvance.

e right to conscientious chjection Is recognised, In sccordanca with e national laws goveming the
cla of this ight.

ticle 11 - Freedom of expression and information

reryona Fas The right to fresdom of expresscion. Ths right shall Inchads fresdom 1o hold cpisions and 1o
e and Impart Information and ldeas without Inerferance by public aufhory and regandiess of fronfiers.
e Tresdom and pluralism of the mecdla shall ba respactad.

ticle 12 - Freedom of assembly and of association

rryong Fas The right to fresdom of pescaful assambly and %0 fresdom of assoclation at all levals, In
lculker In polftical, trads unkom and civic matters, which Imglies tha right of everyona to form amd to jain
& undons for the protection of his or her Intanasts.



Technology and policy
developments
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Big Data, Machine Learning and Artificial Intelligence
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Artificial Intelligence Act

* Entered into force in August 2024, but gradual
application

@ UNACCEPTABLE RISK

* Most relevant provisions from fundamental
rights perspective:
- Article 9 risk management by provider
- Article 10 data and data governance

- Article 27 fundamental rights impact S —
assessment by deployers

- Article 77 powers of authorities protecting
fundamental rights

4 HIGH RISK

LIMITED RISK
(Al systems wit?r :mﬂ

MINIMAL RISK




Council of Europe

B —5 COUNCIL OF EUROPE

// L TR E!}_AMEWORK CONVENTION

: "\ A 1 ;AR"H(IAL|NTE|.|.|GEN(E

C .tt A t.f. . I I t II. Y k»;*;\"}j‘ i ). AND HUMAN RIGHTS,
@ A ‘\ d % DEMOCRACYAND

ommittee on Artricial intelligence : | #01 7 THERULEOF Law

(CAl, 2022-2025)

—... establish an international negotiation
process and conduct work to elaborate an
appropriate legal framework ...
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Getting the future right




Purpose of using Al

Efficiency is often mentioned as the most important or
even sole purpose for using Al:

“It is most//y,used to save time [...] when you have to go through a lot

of material.”

“The most important is to deal with cases more efficiently. It’s about
making use of your workforce, the people who handle cases, as

effectively as possible.”




Everyone has the right to respect for his or her
private and family life, home and

Privacy and data protection RaiZEES

Article 7, EU Charter

* High level of awareness about data protection

* Uncertainty about the applicability of data
protection law

* Automated decision making and human review




Equality and non-discrimination

* Respondents convinced that their system does
not discriminate

* Lack of in-depth analysis of non-discrimination

* Question of proxies — information linked to
protected characteristics

 Rights of special groups — children, older people,
people with disabilities

EUROPEAN UNION AGENCY
FOR FUNDAMENTAL RIGHTS

Any discrimination based on any ground
such as sex, race, colour, ethnic or social
origin, genetic features, language,
religion or belief, political or any other

opinion, membership of a national
minority, property, birth, disability, age
or sexual orientation shall be prohibited.
Article 21 — EU Charter




Biased algorithms




What is bias?

* Bias is defined differently

* Bias can relate to differential treatment of people
based on protected characteristics

* Bias occurs frequently and needs to be assessed in
context

18



Speech detection: ethnic bias

Offensiveness predictions

text mean min max

i am buddhist 11 2 23

72 28 94

19



Prediction errors across models

False positive rate
75 Model 1
Model 2
(
S Model 3
® Average
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Feedback loops

 Algorithms influence algorithms, because
they influence the reality on the ground

* Feedback loops can ‘run away’ influences

Real
world

learns from

21



Access to justice — fair trials and effective remedies

* Not many complaints received
- People may not be aware of the use of Al
- People may not know where and how to complain
- Black box: it may be hard to explain decisions

* Importance of transparency and explainability

Article 47 of the Charter
Article 6 and 13 of the ECHR




Other fundamental rights impacted

* Freedom of expression and « Right to education

information S . lective b o 4 act
« Right to assembly ight to collective bargaining and action
» Consumer protection * Right to fair and just working conditions
e Good administration * Right to access preventive care
* Right to asylum ¢

e Social security and
assistance




Impact assessments in practice

Focus on technical or other aspects, not fundamental rights:

“When testing the system, we did not really look at the legal aspects,

we looked at whether the system is profitable.” (Private company,
Estonia)




Some existing Al impact assessment tools/guidance

Human Rights,
Democracy,

I inisery of the Interior and
(0547 Kingdom Relations
THE DANISH

INSTITUTE FOR
HUMAN RIGHTS

and the Rule of Law

GUIDANCE ON Assurance Framework

HUMAN RIGHTS
IMPACT
ASSESSMENT
OF DIGITAL
ACTIVITIES

Impact Assessment
Fundamental rights and algorithms

for Al Systems

INTRODUCTION

4\ \ \ m/
Al ‘.Mh

Mﬂ]".\

in the Public Sector

FRIA model:

Al Impact Assessment §
Atool to setup responsible Al projects

Ethical
Impact
Assessment

I * Government  Gouvernement
of Canada du Canada

ofl | 2\ s | Algorithmic Impact Assessment
FOR FUNDAMENTAL RIGHTS

T Rlan Tur
n luri
Institute S

Guide and use cases

A
mediay aws

cepej

Assessing the Impact of Artificial Intelligence System:
on Fundamental Rights

INDEPENDEN
HIGH-LEVEL EXPERT GROUP ON
ARTIFICIAL INTELLIGENCE

4 December 2023

CEPE0Z3) 160l

ANDREA COSENTINI; ORESTE POLLICING; GIOVANNI D GREGORIO; ANDREA ERMELLINO;
DARIO FONTANELLA; NICOLE INVERARDY; FEDERICA PAOLUCEE ILARLA GIUSEPPINA PENCO;

DANIELE REGOLE S1LviA TESSARO TRAPANL

Table of content: Executive summary. ~ 1. Introduction. - 2. The European Constitutio
s for FRIA; 21 The FRIA in the Al Act; 22 GenAL FRIA and R
to Practice: A Proposal for Implementing the FRIA Framework;
The Questionnaire; 32 The Matrix; 33 FRIAt Integration of Questionnaire and Matrix; 3.4 FRL
Lifecycle. - 4. LoanLens: a testing ground use case; 41 Overview of the Al systems; 42 1
application of the FRIAct - 5. Conclusion - Acknowledgements.
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* *
* *
* *
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EUROPEAN COMMISSION FOR THE EFFICIENCY OF JUSTICE
(CEPEJ)

Keywords: Risk Assessment - Fundamental Rights - Artificial Intelligence Act - FRIA - Europs
Chaster - Machine Learning - General Purpose Al Systems
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sl o it Emroness
THE ASSESSMENT LIST FOR
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INTELLIGENCE (ALTAI)
for self assessment
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Microsoft

Responsible Al

Impact Assessment

Guide . el Rules on Impact Assessment of

rithmic Decision-Making Systems
Used by Public Administration

FOR EXTERNAL RELEASE

June 2022

Under the EU Artificial Intelligence Act

December 2025
ALGORITHMIC IMPACT ASSESSMENT
ArtificialIntelligence Systems and Automatic Decision-Making Systems

ALIGNER
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@\ SSESSMENT

DEMOS
HELSINKI

An assessment framework for

non-discriminatory Al
Assessing the Ethical and Legal Compliance of Al 25



Al Act and fundamental rights




Views on the Al Act

* Interviews coincided with the Al Act’s adoption: some
uncertainty

* Opportunity to create a level playing field between
providers, prevent adverse impacts on fundamental rights
and enhance trust

“The Al Act provides an opportunity, for everybody who builds these
systems, to pull their socks up and do it properly. | think that’s a good thing.”

(Provider of an Al system in the area of education)




Al Act’s fundamental rights related provisions
What [provision(s) [FRrelevance ___ |Who __ [MWhat ____lProvision(s) |FRrelevance _____ [Who

Prohibitions Article 5, Annex Unacceptable risk to FR Provider, Accuracy, robustness and Article 15; see  Minimisation of wrong/biased Provider
Il deployer cybersecurity also Article outputs, protection of personal

High-risk Al Article 6, FR safeguards Provider, 42(2) data
Annexes |, I Provision of information by Article 26(7) Information provision Deployer

deployers of high-risk Al and (11)

Darncatinn A o A

Risk management Article 9(2)(a), Known and reasonably Provider e
(b) and (d) foreseeable risks to FR Fundamental rights impact Article 27 Assessment Deployer
assessment

26(4); see also representativeness of input  deployer (as

providers and deployers of deployer
Article 42(1) data applicable)

certain Al systems
Technical documentation ChapterV Documentation, information Provider
Provider concerning GPAI models provision to downstream

Technical Article 11, Purpose, accuracy tests, ...

documentation for Annex IV providers...
high-risk Al Post-market monitoring and Chapter IX Assessment, information provision Provider
Record-keeping Articles 12, 19 Relevance for effective Provider, information sharing

and 26(6) remedies, oversight deployer Oversight, including access to  [SETAIAYIIR Enforcement Provider,

documentation and testing Articles 77 and deployer
79(2)

Transparency and Article 13 Information provision Provider ->
.pr:)wsmrT i SERIPED Remedies Articles 85, 86 Right to an effective remedy Provider,
information to and 110 AIA deployer

deployers
Human oversight Articles 14 and Instructions for use and Provider ->
26(2) and (5)  review deployer




Impact assessments in practice

* No systematic fundamental rights assessments
e Awareness increased, but still limited

» What does FRA say? Need for tailored guidance with
examples

“The focus on ethical aspects has grown over the years. This created an unofficial
risk management system, which is still very implicit and not arranged on paper.”

(Provider of an Al system in employment)




Mitigation in practice

 Fragmented approach to mitigation
 Need for clear guidance

» What does FRA say? Need for an evidence-base for
assessing and mitigating fundamental rights risks.

“Easy to implement and relatively practical. Not something halfway vague [...]. That
doesn't help me at all.”

(Deployer of an Al system in the area of asylum)




Building blocks for an effective assessment

Description |dentification of Assessment,
of the likely affected prevention

system and persons and and
its purpose groups mitigation

)

How does the system Who could be impacted? Which fundamental rights Necessity and
work? How and when will How? could be impacted? How proportionality
it be used? can this be

prevented/mitigated?

Involve interdisciplinary teams and do stakeholder consultations; build on previous assessments

EUROPEAN UNION AGENCY
FOR FUNDAMENTAL RIGHTS




FRA role and next steps in 2026/2027

**
* *
* *
* *
*

EUROPEAN UNION AGENCY *
FOR FUNDAMENTAL RIGHTS *

jcend I:E’\];I.E

ETSI/77___ )\
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Advisory Forum

FRA - :

EEEEEEEE

ION AGEI
FOR CYBERSECURITY

INDUSTRY,
STARTUPS,
SMEs

Rotating, balanced membership:

Lk

CIVIL
SOCIETY

Appointed for 2 years by

~
S

ACADEMIA

——]
——

—

MoU with CEN/CENELEC

Providing input for the Fundamental Rights Impact

Assessment (FRIA) template

Observer in sub-groups of the Al Board




P EUROPEAN UNION AGENCY
o FOR FUNDAMENTAL RIGHTS

Thank you! Questions?

FRA — EUROPEAN UNION AGENCY FOR FUNDAMENTAL RIGHTS O facebook.com/fundamentalrights
Schwarzenbergplatz 11 — 1040 Vienna — Austria w twitter.com/EURightsAgency
T +43 158030-0 - F +43 158030-699 @ linkedin.com/company/eu-fundamental-rights-agency

fra.europa.eu
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