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How do we test and evaluate?

- Testing Al systems differs from regular software
testing:
« Data-driven, evolving with new inputs

« Can change based on model learning and bias

- Strong foundation through structural mapping:
« From Risk Level to Requirements to Evaluation type
[Guidelines and Metrics]
- EU ALTAI

 EU Al Act
« CEN-CENELEC, ISO/IEC

CITCOM.AI TEF
- RISE

R
S

Testing Al in relation to Traditional
Software Testing: A Comparative

Overview
Author: Kabir Fahria and Nishat Mowla

RISE Report : 202540

I CITCOM.AIRISE
]

R
S

From Al Act to Structured Testing of Al
Systems
Nishat | Mowla, Kabir Fahria

RISE Report : 2024:84

Fig. 13: System Prototype: Evaluation of high-risk Al based on risk levels, requirements,

standards, guidelines, and methods.
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Trustworthy Al according to ALTAI

« Trustworthy Al: Al that is lawful, ethical, and robust.

« Seven key requirements throughout the lifecycle:

Human agency and oversight

Technical robustness and safety

Privacy and data governance
Transpadrency

Diversity, non-discrimination, and fairness
Societal and environmental well-being

Accountability

INDEPENDENT
HIGH-LEVEL EXPERT GROUP ON

ARTIFICIAL INTELLIGENCE
SET UP BY THE EUROPEAN COMMISSION

* X %

*x K

* I

* *
K o K

THE ASSESSMENT LIST FOR
TRUSTWORTHY ARTIFICIAL
INTELLIGENCE (ALTAI)
for self assessment
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Trustworthy Al according to ALTAI

* Introduced in 2020 by high-Level Expert

INDEPENDENT

oege ° ° H 'L E G
Group on Artificial Intelligence (Al HLEG) (EU i e ey o
SET UP BY THE EUROPEAN COMMISSION
Commission)
* K ¥k
. : : : : y 2Q
- List of questionnaires designed to help with T ¢
self assessment (also an online tool THE ASSESSMENT LIST FOR
TRUSTWORTHY ARTIFICIAL

INTELLIGENCE (ALTAI)

available by ALTA I) for self assessment
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The AI Act
- regulating trust to technology in EU

In force, stepwise applicaple Feb 2025 - Aug 2028

Horizontal regulation of Al
Health, safety and fundamental rights

Trust in Al as technology

Enhances existing framework for product safety

CE-marking of certain systems

Market surveillance authorities

Requirements on technology and governance

Harmonised standards

Presumed compliance

N0



What does that
mean to me?

As a provider and/or deployer of software
you need to know if your system ...

... iswithin scope of the Al Act
... and if it needs to be CE-marked
(e.g. is the system within Annex | or 111?)

...and/or if it is safe enough for your
business operation?

By Gé6teborgs konstmuseum (Gothenburg Museum of Art). Photo: Hossein Sehatlou,
CC BY 4.0, https://commons.wikimedia.org/w/index.php?curid=112971129
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Trustworthy Al

A methodological way forward - our approach
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What we offer:

*Al risk assessment and categorization

*Compliance checks aligned with EU Al Act

Who it is for:

*Companies deploying high-risk Al systems

*Organizations seeking regulatory compliance

*Value:

*Reduce legal and operational risks

*Build trust with stakeholders through transparent accountability
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What we offer:

*Data quality evaluation

*Privacy evaluation of synthetic datasets
Who it is for:

Al developers and data engineers

*Enterprises handling personal or large-scale datasets

Value:
*Ensure reliable and ethical data
*Improve model performance
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What we offer:

*Design of human-in-the-loop mechanisms
*Oversight mechanisms for critical decision-making
*Ground truth validation strategies

Who it is for:

*Businesses deploying Al in safety-critical domains
*Teams aiming for human-centric Al solutions
Value:

*Maintain human agency and autonomy

*Prevent harmful decisions
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What we offer:

*Robustness and generalization testing
*Security and safety evaluation

*Accuracy benchmarking

Who it is for:

*Al solution providers with critical systems
*Organizations ing high reliability

Value:

*Minimize system failures and vulnerabilities

*Increase confidence in Al performance ( /7~ Sweden
/Al Factory
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What we offer:

Explainability tools and traceability frameworks
*Documentation for regulatory compliance

Who it is for:

*Companies needing clear Al decision pathways
*Teams preparing for audits or certifications
Value:

*Enhance user trust and regulatory readiness
*Improve stakeholder understanding of Al systems

,(/. Sweden
Al Factory



/' Testing Pillar 1: Testing Pillar 2 Tes tfr.rg Pillar 3: Testing Pillar 4: Testing Pillar 5:
Human Oversight
* Human agency
and autonomy
* Hurnan-in-the-
loop

* Ground truth

T 7.1 Maguirmant snalysis TT.1 FMequiramant snalysis TT.1 Fequramant analyss TT4 Faguiremantanalysis

TTZ Tesing pipalim TTZ Tmngpigina TTZTemBngpigmina T 7.2 Tasting ppalna T 7.2 Tasfing ppalina

T'T3 Conbaxbml Framewark T 7.3 Conba xiual Framersari
Dalcpmank v o pman g

T 7.3 Conba xiual Framewark T 7.3 Canbodtual Framawerk
E Darv al cpmang

T'T A Conbax bml Framewark T 7.4 Conba xual Framersari T 7.4 Conba xbual F ra mewark

Imdamantsfiaon It men Eafa an

T 7.4 Conba xbual Framewark T 7.4 Conbaxiual Fromawerk
Impd s niéa Bon ImplamantaBon

Impamantficon

--------'

NS

What we offer:

*Ethics by design

*Stakeholder engagement workshops

Who it is for:

*Public sector, and socially responsible enterprises
*Businesses aiming for ethical Al adoption

Value:

*Promote fairness and inclusivity

*Align Al solutions with sustainability goals
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The self assessment approach
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Trustworthy Al Self Assessment: SATisfiability

- The challenge - Organisations (especially SMEs and early-
stage Al developers) struggle to:
- Systematically identify Trustworthy Al requirements
 Trustworthy Al is widely endorsed but poorly

operationalised

- The consequence - Organisations face uncertainty when:
 Translating abstract principles into concrete
requirements

- Navigating multiple stakeholders and risk profiles

Survey Map

Requirement 1: Human Agency a... @
SUB-REQUIREMENTS

» Human Agency and ... @ (0/6)

O Human Oversight @ (o8

ARTICLES

O Article 14: Human Ov... @ (011)

Requirement 2: Technical Robustne... @

SUB-REQUIREMENTS

O Resilience to Attack a... @ (0/7)
O General Safety 0 (5
O Accuracy o (0/4)
O Reliability, Fall-back Pl... @ (0/4)

ARTICLES

O Article 15: Accuracy, ... @ (0/14)

Requirement 3: Privacy and Data Gn...o
SUB-REQUIREMENTS

Requirement: Requirement 1: Human Agency and Oversight @
Phase: Sub-requirements
Sub-requirement: Human Agency and Autunnmvo

To what extent is the Al system designed
and implemented so that end-users are
made aware that decisions or content
originate from an Al algorithm?

() 1-No gap (fully implemented)
) 2 - Moderate gap (partially implemented)
3 - Large gap (not implemented)

() Not Applicable

Add a comment (optional):| p oyide any additional context

Save & Continue Later
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Trustworthy Al Self Assessment: SATisfiability

® sweden AI FOCtory's response - a web- based SurV8y Map Requirement: Requirement 1: Human Agency and Oversight @

Phase: Sub-requirements
Requirement 1: Human Agency a... @

self-assessment approach that: SuB-REQUIREVENTS

Sub-requirement: Human Agency and Autunnmvo

» Human Agency and ... @ (0/8) To what extent is the Al system designed
. . . B (4 G © 6 and implemented so that end-users are
* B”dges eth ICS — reg u Iqt|on — made aware that decisions or content
ARTICLES originate from an Al algorithm?

O Article 14: Human Ov... @ (011)

implementation

' 1- No gap (fully implemented)

« Aligns ALTAI with EU Al Act technical Requiement 2 Tctnica Robustne.. @

SUB-REQUIREMENTS -
) 2 - Moderate gap (partially implemented)

O Resilience to Attack a... @ (0/7)

Obllgqtlons O General Safety @ (5

() 3 - Large gap (not implemented)

° ° ° O Accuracy Q (02
- Glvesa snapshot intime O Reliabilty, Fall-back Pl... @ (0/4) O Not Applicable
ARTICLES Add a comment (optional): | ovide any additior ntex

O Article 15: Accuracy, ... @ (0/14)

Save & Continue Later
Requirement 3: Privacy and Data Go...@
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A snapshot in time

Focus Areas: Questions Needing Attention

Questions requiring attention based on assessment results
Requirement 4: Transparency

REQUIREMENT QUESTIONS

= To what extent is the Al system designed and implemented so that can training data linked to specific decisions be traced?

Answer: 3 - Large gap (not implemented)

Comment: jing jing

= To what extent is the Al system designed and implemented so that lifecycle traceability measures in place?

Answer: 2 - Moderate gap (partially implemented)

Comment: boom chick

= To what extent is the Al system designed and implemented so that input data quality continuously assessed?
Answer: 2 - Moderate gap (partially implemented)
= To what extent did you provide appropriate training material and disclaimers to users on howto adequately use the Al system?

Answer: 2 - Moderate gap (partially implemented)

Al ACT QUESTIONS

Article 13: Transparency and Provisian of Information to Deployers

= To what extent do the instructions for use include specifications for input data or relevant information about training, validation, and
testing datasets? Answer: 3 - Large gap (not implemented)
= To what extent do the instructions for use help deployers correctly interpret the system's output and use it appropriately?
Answer: 3 - Large gap (not implemented)
= To what extent is the Al system designed and developed to provide sufficient transparency for deployers to interpret its outputs and
use them appropriately? Answer: 2 = Moderate gap (partially implemented)
= To what extent are the instructions for use complete, concise, correct, clear, accessible, and eomprehensible to deployers?
Answer: 2 - Moderate gap (partially implemented)
= To what extent do the instructions for use describe the characteristics, capabilities, and limitations of the Al system?
Answer: 2 = Moderate gap (partially implemented)
= To what extent do the instructions for use clearly describe the intended purpose of the system?

Answer: 2 - Moderate gap (partially implemented)

y' Sweden
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The Team

Kabir Fahria Nishat Mowla Susanne Stenberg
Lead Engineer Trustworthy Al researcher Policy researcher

Olof Manneby Lodovico Giaretta Ana Tanevska y'
Development Engineer Deployment support Trustworthy Al researcher A
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Trustworthy Al

SET UP BY THE EUROPEAN COMMISSION

% X %
B

Self Assessment Tool {AL:

THE ASSESSMENT LIST FOR
TRUSTWORTHY ARTIFICIAL
INTELLIGENCE (ALTAI)
for self assessmeni t

« ALTAI gives Trustworthy Al structure and EU Al

Act gives regulatory requirements EU

Artificial

Intelligence
- Building on to ALTAl we mapped the Act

requirements on to EU Al Act technical P A Tstaciioss,

Framework — Part 2:
Accuracy and

requirements, Article 9 - 15

prEN 18229-2

/" Al Trustworthiness N Sibce it J 4
Framework — Part 1: QMS 4.4.2 g) ‘ Cybersecurity
Logging, Transparency 8.3.2.1.1a), QMS 4.4.2 g), specifications
and human oversight 8.4.1 832112 prEN 18282
. pr_EN 18229-1 QMS 4.4.2 41 Article 15
e Future roadmap: Mapping CEN-CENELEC \_Arico 121314 ) OB saR ey
Article 17(1)(g) Quality Management Article 17(1)()
. icle g System (QMS)
standards on to the EU Al Act technical QMs 8.1 PEN 18286 Qus 8.5
§ Article 17 ’
: " )\ e \{/ Sweden
i uality and governance
requirements Rl oot o e A Al Factory
Avrticle 9 prEN 18284
Article 10
\




TABLE 1

MarrinGg oF ALTAI TrRusTwoRTiHY Al REQUIREMENTS TO EU Al ACT PROVISIONS

ALTAI Reguirement

ALTAIL Description

Corresponding EU Al Act Articles

REQ 1: Human Agency
and Oversight

Al systems should suppon human agency and autonomy. act
as cnablers for a democratic and equitsble society, uphold
Tundamental rights, and be subject to elfective human oversight,

Article 14 (Human Oversight); High-risk Al systems
must allow effective human oversighl to prevent or
minimise risks to health, safety, or fundamenial rights.
Owersight measures must ensble understanding of sys-
tem limitations, detection of issues, avoidance of over-
reliance, interpretation of cutputs, and the ability to stop
or override the system, In certain cases, decisions must
be verified by at least two competent individuals.

REQ 2: Technical Robust-
ness and Safety

Al systems should be dependable, resilient, secure, accurate,
and relishle throughout their lifecycle, with safeguards against

errors, adversarial behaviour, and unexpected harm, including
fallback and reproducibility measures.

Article 15 (Accuracy, Robustness and Cybersecurity):
High-risk Al systems must achieve appropriate levels
of accuracy, robusiness, and cvbersecunty, perform con-
sistently over tme, declare accuracy metncs, include
fallback plans, mitigate biss, and be protected against

unauthorised access.

REQ 3: Privacy and Data
Governance

Al systemns must protect privacy and ensure proper data gover-
nance, including data quality, integrity, relevance, bias mitiga-
tion, sccess controls, and privacy-preserving data processing.

Article 10 (Data and Data Governance): High-risk
Al systems must be trained, validated, and tested using
high-quality, relevant, representative, and as-complete-
as-possible datasets, Daly governance processes must
address blases, data gaps. und contextual approprigteness,
with strict safeguards for processing sensitive personal
chittii.

REQ 4 Transparency

Transparency requires truceability, explainability, and clear com-
munication aboul an Al system’s capabilities, limitations, and
risks 1o ensure responsible and informed use.

Article 13 (Transparency and Provision of Infor-
mation o Deployers): High-risk Al systems must be
designed 1o be sulficiently transparent and accompanied
by clear nstructions enabling users to understand the
system's operabion, hmitations, cutput :'nLcrpn:w.liun. log-
ging. and maintenance requircments,

Article 11 (Technical Documentation); Providers must
prepare and maintain up-to-date technical decumentation
demonsirating compliance.

Article 12 (Record-Keeping): Systems must automati-
cally record events to ensure treceability, accountability,
and safety.

REQ 5: Diversity, MNon-
discrimination and Fair-
ness

Al systems should promote inclusion and diversity throughout
their lifecycle, prevent direct and indirect discnimination, miti-
gate historical and societal biases, and ensure accessibility for
people of all ages, genders, and abilities, including persons with
disabilities,

REQ 6: Socictal and Envi-
ronmental Well-being

Al systems should consider societal, environmental, and demo-
crutic impacts throughout their lifecycle, support social cohesion
and sustainability, wvoid harm to social relatlonships or demo-
critie processes, and benelt present and future generations,

REQ 7: Accountability

Mechanisms must be in plice w ensure responsibility, trace-
ability, auchwbility, and redress Tor harms arsing (rom the
development, deployment, or use of Al systems, supported by
transparent risk management practices,

Article 9 (Risk Muanagement System): High-risk Al
ayslems must implement a continuous risk management
process throughout their lifecyele (o identily, evaluate,
mitigate, and monitor risks w health, safety, and fun-
damental rights, including nisks 1w children and other
vulnerable groups.
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Questionnaire Curation

e From ALTAI
e EU Al Act Articles 9-15: From Legal Text to Assessment Questions

e Clarity of the question (ALTAI)

e EU Al Act takes precedence over ALTAI (regulatory requirements).
Combination of all questions from EU Al Act and unique questions from
ALTAIl that are not in EU Al Act.

e Based on feedback during the pilots

y Sweden
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Risk Severity and Control Gap

Risk Severity is calculated from all questions labeled as risk_indicator within a given
requirement. These items measure the potential harmful consequences associated with
the system’s behavior, such as over-reliance, interference with decision-making,
adversarial failure, environmental damage, societal harm, or de-skilling effects.

Control Gap is calculated from all questions labeled as control within a given
requirement. These items assess whether governance measures, oversight mechanisms,
technical safeguards, lifecycle monitoring, documentation processes, and mitigation
strategies are in place.

/ Sweden
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How piloting
works

« Discuss intended use or intended
purpose (most important in EU Al

Act perspective)
- Scope the assessment

« Choose from the buffet

Start SATisfiability: Trustworthy Al Self Assessment

Assessment Mode
(O Full Assessment (All Requirements) @) Per-Requirement Assessment (Select Specific Reguirements)

Select Requirements
Choose the requirements you want to assess:

[_] Requirement 1: Human Agency and Oversight

Al systems should support human autonomy and human decisicn-making, respect fundamental rights, avoid manipulation or over-reliance, and be subject to
appropriate human oversight throughout their lifecycle.

Related Articles: Article 14: Human Oversight

[_] Requirement 2: Technical Robustness and Safety

Al systems should be secure, resilient, accurate, reliable, and safe, behaving as intended under normal and adverse conditions while minimising unintended or
unexpected harm.

Related Articles: Article 15: Accuracy, Robustness and Cybersecurity

[_] Requirement 3: Privacy and Data Governance

Al systems should respect privacy and data protection rights through strong data governance, ensuring lawful processing, data quality, integrity, security, and
privacy-by-design across the system lifecycle.

Related Articles: Article 10: Data and Data Governance

[_| Requirement 4: Transparency

Al systems should be transparent through traceability, explainability, and clear communication about their capabilities, limitations, and decision-making processes to
enable understanding and trust.

Related Articles: Article 13: Transparency and Provision of Infermation to Deployers

[_] Requirement 5: Diversity, Non-discrimination, Fairness

Al systems should promote fairness, prevent discrimination and bias, ensure accessibility, and be designed for inclusive use by considering the diversity of users and
affected stakeholders.

[_| Requirement 6: Societal and Environmental Well-being

Al systems should benefit society and future generations by supporting social well-being, democratic values, environmental sustainability, and responsible impacts
on work, skills, and society.

[_] Requirement 7: Accountability

Al systems should be governed by clear accountability mechanisms, enabling auditability, risk management, responsible decision-making, and effective redress
when harm occurs.

Related Articles: Article 11: Technical Documentation, Article 12: Record-Keeping, Article 9: Risk Management System

Begin Assessment
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SATisfiability: Trustworthy Al Self Assessment

Company Profiles

Kabirtest (some) — fahria.kabir@ri.se
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Al Factory



Add New Profile

Organization/Project Name:

Enter the official name of your organization

Type:
SME v

Contact Email:

Provide a contact email address for communications

Additional Notes:
Any additional information about your organization

/ Sweden




Assessments

23 June 2026, 11:42:26

= Requirement 4: Transparency #11
Completed 23 June 2026

View Report

12 May 2026, 16:04:27

= Requirement 1: Human Agency and Oversight #3

6% complete

Resume

30 April 2026, 15:14:13

= Requirement 4: Transparency #1
Completed 30 April 2026

" Sweden
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Requirement: Requirement 1: Human Agency and Oversight @
Phase: EU Al Act Articles
Article: Article 14: Human Oversight @

To what extent does the human oversight framework aim to prevent or minimise risks to
health, safety, or fundamental rights during intended use or reasonably foreseeable
misuse?

1 - No gap (fully implemented)
2 — Moderate gap (partially implemented)
3 - Large gap (not implemented)

Not Applicable

Add a comment (optional): proyide any additional
context or explanation for
your answer... 4

Sweden
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Save & Continue Later




Focus Areas: Questions Needing Attention

Questions requiring attention based on assessment results

Requirement 4: Transparency

REQUIREMENT QUESTIONS

= No requirement-specific questions at or above 0.4
Al ACT QUESTIONS

Article 13: Transparency and Provision of Information to Deployers

To what extent do the instructions for use clearly describe the intended purpose of the system?

Answer: 3 - Large gap (not implemented)

To what extent do the instructions for use communicate expected accuracy, robustness, and cybersecurity levels, including relevant

metrics and known factors that may affect them? Answer: 3 — Large gap (not implemented)

To what extent do the instructions for use describe the expected lifetime of the system and the required maintenance or care

measures? Answer: 3 - Large gap (not implemented)

To what extent do the instructions for use describe how deployers should collect, store, and interpret logs in accordance with Article

12, when relevant? Answer: 3 — Large gap (not implemented)

To what extent do the instructions for use describe the characteristics, capabilities, and limitations of the Al system?

Answer: 2 — Moderate gap (partially implemented)

To what extent do the instructions for use include information about the required frequency and nature of updates, maintenance, or

servicing? Answer: 2 — Moderate gap (partially implemented) Sweden
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Additional Comments

Other questions with comments

Requirement 4: Transparency

REQUIREMENT QUESTIONS

= No requirement-specific questions with comments

Al ACT QUESTIONS

Article 13: Transparency and Provision of Information to Deployers

» To what extent do the instructions for use specify the computational and hardware resources required for system operation?

Answer: 1 - No gap (fully implemented)

Comment: lubdub
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How to leverage this self assessment?

y' Sweden
Al Factory



Looking forward

CEN-CENELEC

Check applicability of Article 50

(Transparency Obligations for Providers and
Deployers of Certain Al Systems)

Map Article 17
(Quality Management System)

Integration with Question 0
(Al Policy Lab)
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Conclusion

You are part of the story
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Connect here if you want
to be a pilot!

kabir.fahria@ri.se

susanne.stenberg@ri.se

tanevska@naiss.se



mailto:kabir.fahria@ri.se
mailto:susanne.stenberg@ri.se
http://tanevska@naiss.se
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